2011 FFERR Y A N A7 A K (SSL/TLS)

SRR 24 43 A

ISLATBUE NI s (A Feriis
IRSLATBUE NI AL B AE RS



B X

1 AEDREDIT
1.1 AREBOBHBY ..
1.2 AREOWER ...
1.3 AEOFBEIE . . . ..
1.3.1 BERRGEEIZOUNT oo o

2 SSL/TLS B3 5 #E
2.1 TLSOIATEREE . . . . . .
2.2 HMERERSE AL — N L.

8% A SSL/TLS ORTIRE & O F AT At



1 KREDHEDIT

1.1 AXEDBHW

UARNTA RiE, EFBIOY AT LHEE R OEFBINF Y AT L 2SS 55
FETANT T, B BUFHELERE 75 2 R 9 D BRI EE & 72 2 1l N HERE 22 o
HLDOTHD,

AETIE, EFBNZIZLOLE LT, I<KHMAESH TS SSL/TLSIZOWT, £
OFATEN NIRRT R EHF ST L2 XL ONWTHFRIZILZITO DO TH D,

1.2 FEDEK
ARFETIE, 28 TSSL/TLS (T3 2 et e & N HEREFIH &2 R,

1.3 AXEDFIAEH

ﬁ%@ﬁﬁﬁ%ﬂ%ﬁwﬁﬂHﬁﬁ@%ﬁiﬁd%%ﬁéﬂfwéoﬁof\éﬁ\
BT BUNHESERE 75 O WGETOE T BUNHESERS 512468 2 BB T7 i O WFJEEh A, Internet
Engineering Task Force (LAT, METF| &9, )2 5 4FE Request For Com-
ments(LL F, TRFC] &9, ) 0% OMARAERF O R K & O NIST @ Special
Publicaion(D\T\ [SP] & 9,) ZIX L & HHEESCEFDOUGTIRILFIZ L - T,
T ENDNENZ DR RD r—AWNRET HAIREMNER H 5.,
Zlii%':ﬂ AT 5B, BE S 2 AR MEHAT NS A FEHELE U & [ARFIC S IR L
UNHr 21T 5 T L 2R D,

1.3.1 ZEEEZEIZDONT

ARETE, FRAIBICRE A KO — B 24 OFEREIC DWW T, BEpEREICE - 7o,
AETHNWDHMEFICRWT 224, Mt I — B2 RICHE O EEE,
X, BEEETH D,

K 1 AEICRGT 2 B8R

A4 MEFIIZE

Windows ~Ar7mY 7~ a—RbATar
Internet Explorer | ¥~ 7w Y7 8 a—@FRLb A3
FireFox TYT Tyvurr—var
Safari Apple Inc.

Google Chrome Google Inc.




2 SSL/TLS
2.1 TLS OET

2012 4¢3 HBI/E, Windows BEE F CTORF DT 7 v HIZF1F 5 SSL/TLS D FELE

B B
RiR

R AR 21T GEZ 2.2 127 T),

# 2 KT 7 7Y D SSL/TLS D EHRI

. 7oy SSL2.0 | SSL3.0/TLS1.0 | TLS 1.1/1.2
Internet Explorer 9 | 7 7 4/ b OFF 77 %V k ON 7 7 %/ k OFF
(ON/OFF =R 7)) | (ON/OFF &I A]) | (ON/OFF 4R Al)
FireFox 9 2k 77 /L k ON AR FELE
Google Chrome 15 b RIEHHEZR L AR
(3% 1% ON)
Safari 5 ol BEHHE R L RFEAE
(922£ F1X ON)

WS D5 A A — b (22812 8) Z@UICFIH3 2546, TLS 1.1/1.2 OFJH2
PE LV, —FHT, FRTIETLS 1.1/1.2 OFHBRENR SN TV DA, 5% &M
T UPITBWTTLS 1.1/1.2 0FEENET Z EPNEEIN TS, 207, i
B OS DEAEHED, BT T 7O TLS 1.1/1.2 ~ORISIZHHE T, @yl

N=Va v T v T EITAD OSBEHCBITL TH< 2 LA 2E Ly,

2.2 HEESASA—F

SSL/TLS \IZB W TH A ATRE/RIE 5 A A — F OHN G B BUNIZEWTHIH AT RE

IR T AL — b (HELERF S A A — ) ZEETH-OOHM 7 o —%K 112787,

yes

HIRLD
FfitnTaY

BHYRH
SLELRT

RER) X

TEMEIC
e
N

h REAY R
BT

yes

WREZRA—F—BDBAT |

EEBR——HIER |

yes

(FFcEEZ TR
RSB R/ —b—HICEH

HRESZA—b—BhoHT

No

HifhTFIVIC
BN

1: HEBERE 5 X A — F Dl 7 v —

LERIRL



B EHICBWCHAZHRT I EAAS— O~ EE2E 3T, XFHKAOT
B E SN S AL — M, FIHAZHERCEX RV EAL— R THY, LLTFTOW
TNPOFM Z- TR 5 AA — FTh D,

o EENFHELRR S L L THRESNTEK ST Y I 74 7 2HNTWDHEN, #RESE
IZOWTelE FREN S 5546

o EEFHELIRG 5 & U CTHRESINT-HIN D7 TV ZR, sEdi STV eV g5
TVIT 4 T EHONTWDLEGE

o EVBUMHERERG 5 & L THRESNRWEIN 7 TV 2Tl Y, 7o, HESE

TERWGEE
£ 3 AR AL — K

&5 [MBAL—F REC
0x00,0x00 | TLS_.NULL_WITH.NULL_NULL 5246
0x00,0x01 | TLS_.RSA_WITH_NULL_MD5 5246
0x00,0x02 | TLS_RSA_WITH_NULL_SHA 5246
0x00,0x03 | TLS_.RSA_EXPORT_WITH_RC4_40_MD5 4346
0x00,0x04 | TLS_RSA_WITH_RC4_128_MD5 5246
0x00,0x05 | TLS_RSA_WITH_RC4_128_SHA 5246
0x00,0x06 | TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5 4346
0x00,0x07 | TLS_RSA_WITH_IDEA_CBC_SHA 5469
0x00,0x08 | TLS_RSA_EXPORT_WITH_DES40_CBC_SHA 4346
0x00,0x09 | TLS_RSA_WITH_DES_CBC_SHA 5469
0x00,0x0A | TLS_RSA_WITH_3DES_EDE_CBC_SHA 5246
0x00,0x0B | TLS_DH_DSS_EXPORT_WITH_DES40_CBC_SHA 4346
0x00,0x0C | TLS_DH_DSS_WITH_DES_CBC_SHA 5469
0x00,0x0D | TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA 5246
0x00,0x0E | TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA 4346
0x00,0x0F | TLS_DH_RSA_WITH_DES_CBC_SHA 5469
0x00,0x10 | TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA 5246
0x00,0x11 | TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA 4346
0x00,0x12 | TLS_DHE_DSS_WITH_DES_CBC_SHA 5469
0x00,0x13 | TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA 5246
0x00,0x14 | TLS_DHE RSA_EXPORT_WITH DES40_CBC_SHA 4346
0x00,0x15 | TLS_DHE_RSA_WITH_DES_CBC_SHA 5469
0x00,0x16 | TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA 5246
0x00,0x17 | TLS_DH_anon EXPORT_WITH_RC4_40_MD5 4346
0x00,0x18 | TLS_DH_anon_WITH_RC4_128 MD5 5246
0x00,0x19 | TLS_DH_anon EXPORT_WITH_DES40_CBC_SHA 4346
0x00,0x1A | TLS_DH_anon WITH_DES_CBC_SHA 5469
0x00,0x1B | TLS_DH_anon_WITH_3DES_EDE_CBC_SHA 5246
0x00,0x2C | TLS_.PSK_WITH NULL_SHA 4785
0x00,0x2D | TLS_DHE PSK_WITH _NULL_SHA 4785
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0x00,0x2E TLS_RSA_PSK_WITH_NULL_SHA 4785
0x00,0x2F TLS_RSA_WITH_AES_128_ CBC_SHA 5246
0x00,0x30 TLS_DH_DSS_WITH_AES_128 CBC_SHA 5246
0x00,0x31 TLS_DH_RSA_WITH_AES_128_CBC_SHA 5246
0x00,0x32 TLS_.DHE_DSS_WITH_AES_128 CBC_SHA 5246
0x00,0x33 | TLS_.DHE_RSA WITH_AES_128_.CBC_SHA 5246
0x00,0x34 | TLS_DH_anon WITH_AES_128_ CBC_SHA 5246
0x00,0x35 | TLS_RSA_ WITH_AES 256_CBC_SHA 5246
0x00,0x36 | TLS_DH_DSS_WITH_AES_256_CBC_SHA 5246
0x00,0x37 | TLS_.DH_RSA_ WITH_AES_256_CBC_SHA 5246
0x00,0x38 TLS_DHE_DSS_WITH_AES_256_CBC_SHA 5246
0x00,0x39 TLS_.DHE_RSA_WITH_AES_256_CBC_SHA 5246
0x00,0x3A | TLS_DH_anon _ WITH_AES_256_CBC_SHA 5246
0x00,0x3B | TLS_.RSA_WITH_NULL_SHA256 5246
0x00,0x3C TLS_RSA_WITH_AES_128_CBC_SHA256 5246
0x00,0x3D TLS_RSA_WITH_AES_256_CBC_SHA256 5246
0x00,0x3E TLS_DH_DSS_WITH_AES_128_ CBC_SHA256 5246
0x00,0x3F TLS_DH_RSA_WITH_AES_128_CBC_SHA256 5246
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 5246
0x00,0x41 TLS_RSA_WITH_CAMELLIA_128 CBC_SHA 5932
0x00,0x42 TLS_DH_DSS_WITH_CAMELLIA_128 CBC_SHA 5932
0x00,0x43 TLS_.DH_RSA_WITH_CAMELLIA_128 CBC_SHA 5932
0x00,0x44 TLS_.DHE_DSS_WITH_CAMELLIA_128 . CBC_SHA 5932
0x00,0x45 TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA 5932
0x00,0x46 | TLS_DH_anon WITH_.CAMELLIA 128 CBC_SHA 5932
0x00,0x67 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 5246
0x00,0x68 | TLS_DH_DSS_WITH_AES_256_CBC_SHA256 5246
0x00,0x69 | TLS_.DH_RSA_WITH_AES_256_CBC_SHA256 5246
0x00,0x6A | TLS_.DHE_DSS_WITH_AES_256_CBC_SHA256 5246
0x00,0x6B TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 5246
0x00,0x6C | TLS_DH_anon WITH_AES_128 CBC_SHA256 5246
0x00,0x6D | TLS_DH_anon_ WITH_AES_256_CBC_SHA256 5246
0x00,0x84 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA 5932
0x00,0x85 TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA 5932
0x00,0x86 TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA 5932
0x00,0x87 TLS_DHE_DSS_-WITH_CAMELLIA 256_CBC_SHA 5932
0x00,0x88 TLS_DHE_RSA_WITH_CAMELLIA 256 _CBC_SHA 5932
0x00,0x89 TLS_DH_anon WITH_CAMELLIA _256_CBC_SHA 5932
0x00,0x8A | TLS_PSK_WITH_RC4_128_SHA 4279
0x00,0x8B TLS_PSK_WITH_3DES_EDE_CBC_SHA 4279
0x00,0x8C | TLS_PSK_WITH_AES_128_.CBC_SHA 4279
0x00,0x8D TLS_PSK_WITH_AES_256_CBC_SHA 4279
0x00,0x8E TLS_DHE_PSK_WITH_RC4_128_SHA 4279
0x00,0x8F TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA 4279
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0x00,0x90 | TLS DHE PSK_WITH_AES 128 CBC_SHA 4279
0x00,0x91 | TLS DHE PSK_WITH_AES 256 CBC_SHA 4279
0x00,0x92 | TLS RSA_PSK_WITH RC4 128 SHA 4279
0x00,0x93 | TLS RSA_PSK_WITH 3DES EDE CBC SHA 4279
0x00,0x94 | TLS RSA_PSK WITH AES 128 CBC SHA 4279
0x00,0x95 | TLS RSA_PSK WITH AES 256 CBC SHA 4279
0x00,0x96 | TLS RSA_WITH SEED_CBC _SHA 4162
0x00,0x97 | TLS DH_DSS WITH SEED_CBC_SHA 4162
0x00,0x98 | TLS DH RSA WITH SEED_CBC_SHA 4162
0x00,0x99 | TLS DHE DSS_ WITH SEED_CBC_SHA 4162
0x00,0<9A | TLS DHE RSA WITH SEED_CBC _SHA 4162
0x00,0<9B | TLS DH_anon WITH SEED_CBC SHA 4162
0x00,0x9C | TLS RSA_WITH AES 128 GCM_SHA256 5288
0x00,0x9D | TLS RSA WITH AES 256 GCM SHA384 5288
0x00,0x0E | TLS DHE RSA_WITH AES 128 GCM_SHA256 5288
0x00,0<9F | TLS_DHE RSA_WITH_AES 256 GCM SHA384 5288
0x00,0<A0 | TLS DH RSA_ WITH_AES 128 GCM_SHA256 5288
0x00,0<A1T | TLS DH_RSA_ WITH_AES 256 GCM_SHA384 5288
0x00,0xA2 | TLS DHE DSS_WITH_AES 128_ GCM _SHA256 5288
0x00,0<A3 | TLS DHE DSS WITH AES 256 GCM SHA384 5288
0x00,0xA4 | TLS DH DSS WITH_AES 128 GCM SHA256 5288
0x00,0xA5 | TLS DH DSS_WITH AES 256 GCM_SHA384 5288
0x00,0xA6 | TLS DH anon WITH AES 128 GCM_SHA256 5288
0x00,0xA7 | TLS DH anon WITH_AES 256 GCM _SHA384 5288
0x00,0xA8 | TLS PSK_WITH AES 128 GCM _SHA256 5487
0x00,0xA9 | TLS PSK_WITH AES 256 GCM SHA384 5487
0x00,0xAA | TLS DHE PSK_WITH_AES 128 GCM _SHA256 5487
0x00,0xAB | TLS DHE PSK_WITH_AES 256 GCM SHA384 5487
0x00,0<AC | TLS_RSA PSK WITH AES 128 GCM _SHA256 5487
0x00,0<AD | TLS RSA PSK_WITH AES 256 GCM SHA384 5487
0x00,0<AE | TLS_PSK WITH AES 128 CBC_SHA256 5487
0x00,0xAF | TLS PSK_WITH AES 256 CBC_SHA384 5487
0x00,0xB0 | TLS PSK_WITH NULL _SHA256 5487
0x00,0xB1 | TLS PSK_WITH NULL _SHA384 5487
0x00,0xB2 | TLS DHE PSK_WITH_AES 128 CBC_SHA256 5487
0x00,0<B3 | TLS DHE PSK_WITH_AES 256 CBC_SHA384 5487
0x00,0xB4 | TLS DHE PSK WITH NULL SHA256 5487
0x00,0xB5 | TLS DHE PSK_ WITH NULL SHA384 5487
0x00,0xB6 | TLS RSA PSK WITH AES 128 CBC_SHA256 5487
0x00,0xB7 | TLS RSA PSK WITH_ AES 256 CBC_SHA384 5487
0x00,0xB8 | TLS RSA PSK WITH NULL SHA256 5487
0x00,0xB9 | TLS RSA PSK_WITH NULL SHA384 5487
0x00,0xBA_ | TLS_RSA_WITH CAMELLIA 128 CBC_SHA256 5932
0x00,0xBB_ | TLS_DH DSS_WITH CAMELLIA 128 CBC_SHA256 5932
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0x00,0xBC | TLS_.DH_.RSA_WITH_CAMELLIA_128_.CBC_SHA256 9932
0x00,0xBD | TLS_.DHE_DSS_WITH_CAMELLIA _128_CBC_SHA256 5932
0x00,0xBE | TLS_.DHE_RSA WITH_ CAMELLIA 128 CBC_SHA256 5932
0x00,0xBF | TLS_DH_anon WITH_CAMELLIA 128 CBC_SHA256 5932
0x00,0xCO0 | TLS_.RSA_WITH_CAMELLIA 256_CBC_SHA256 5932
0x00,0xC1 | TLS_-DH_DSS_-WITH_CAMELLIA _256_CBC_SHA256 5932
0x00,0xC2 | TLS_.DH_RSA_WITH_CAMELLIA _256_CBC_SHA256 5932
0x00,0xC3 | TLS_.DHE_DSS_-WITH_CAMELLIA_256_CBC_SHA256 9932
0x00,0xC4 | TLS_DHE_RSA_WITH_CAMELLIA _256_CBC_SHA256 9932
0x00,0xC5 | TLS_DH_anon_ WITH_CAMELLIA _256_CBC_SHA256 9932
0xC0,0x01 | TLS.ECDH_ECDSA_WITH_NULL_SHA 4492
0xC0,0x02 | TLS_LECDH_ECDSA_WITH RC4_128_SHA 4492
0xC0,0x03 | TLS_.ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA 4492
0xC0,0x04 | TLS_.ECDH_ECDSA_WITH_AES_128_ CBC_SHA 4492
0xC0,0x05 | TLS_.ECDH_ECDSA_WITH_AES_256_CBC_SHA 4492

0x0xC0,0x06 | TLS_.ECDHE_ECDSA_WITH_NULL_SHA 4492
0xC0,0x07 | TLS_LECDHE_ECDSA_WITH_RC4_128_SHA 4492
0xC0,0x08 | TLS_LECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA 4492
0xC0,0x09 | TLS_LECDHE_ECDSA_WITH_AES_128_ CBC_SHA 4492
0xC0,0x0A | TLS_.ECDHE_ECDSA _WITH_AES _256_CBC_SHA 4492
0xC0,0x0B | TLS_.ECDH_RSA_WITH_NULL_SHA 4492
0xC0,0x0C | TLS_ECDH_RSA_WITH_RC4_128 SHA 4492
0xC0,0x0D | TLS_LECDH_RSA_WITH_3DES_EDE_CBC_SHA 4492
0xC0,0x0E | TLS_.ECDH_RSA_WITH_AES_128_ CBC_SHA 4492
0xC0,0x0F | TLS_ECDH_RSA_WITH_AES_256_CBC_SHA 4492
0xC0,0x10 | TLS_.ECDHE_RSA_WITH_NULL_SHA 4492
0xC0,0x11 | TLS_LECDHE_RSA_WITH_RC4_128_SHA 4492
0xC0,0x12 | TLS_.ECDHE_RSA_WITH_3DES_EDE_CBC_SHA 4492
0xC0,0x13 | TLS_LECDHE_RSA_WITH_AES_128 CBC_SHA 4492
0xC0,0x14 | TLS_LECDHE_RSA_WITH_AES 256_CBC_SHA 4492
0xC0,0x15 | TLS_ECDH_anon WITH _NULL_SHA 4492
0xC0,0x16 | TLS_ECDH_anon WITH_RC4_128 SHA 4492
0xC0,0x17 | TLS_ECDH_anon_ WITH_3DES_EDE_CBC_SHA 4492
0xC0,0x18 | TLS_ECDH_anon WITH_AES_128_ CBC_SHA 4492
0xC0,0x19 | TLS_ECDH_anon_WITH_AES_256_CBC_SHA 4492
0xC0,0x1A | TLS_SRP_SHA_WITH_3DES_EDE_CBC_SHA 5054
0xC0,0x1B | TLS_.SRP_SHA _RSA_WITH _3DES_EDE_CBC_SHA 5054
0xC0,0x1C | TLS_SRP_SHA_DSS_WITH_3DES_EDE_CBC_SHA 5054
0xC0,0x1D | TLS_.SRP_SHA WITH_AES_128 CBC_SHA 5054
0xC0,0x1E | TLS_SRP_SHA RSA WITH_AES_128_ CBC_SHA 5054
0xC0,0x1F | TLS_SRP_SHA _DSS_WITH_AES_128 CBC_SHA 5054
0xC0,0x20 | TLS-SRP_SHA WITH_AES_256_CBC_SHA 5054
0xC0,0x21 | TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA 2054
0xC0,0x22 | TLS_.SRP_SHA_DSS_WITH_AES_256_CBC_SHA 2054
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0xC0,0x23 | TLS ECDHE ECDSA_WITH _AES 128 CBC_SHA256 5289
0xC0,0x24 | TLS ECDHE ECDSA WITH _AES 256 CBC_SHA384 5289
0xC0,0x25 | TLS ECDH ECDSA WITH AES 128 CBC_SHA256 5289
0xC0,0x26 | TLS ECDH ECDSA WITH AES 256 CBC_SHA334 5289
0xC0,0x27 | TLS ECDHE RSA WITH AES 128 CBC SHA256 5289
0xC0,0x28 | TLS ECDHE RSA WITH AES 256 CBC_SHA384 5289
0xC0,0x29 | TLS ECDH RSA WITH AES 128 CBC_SHA256 5289
0xC0,0x2A_ | TLS_ECDH RSA_WITH_AES 256 CBC_SHA384 5289
0xC0,0x2B | TLS_ECDHE ECDSA_WITH_AES 128 GCM_SHA256 5289
0xC0,0x2C_| TLS_ECDHE ECDSA WITH_AES 256 GCM_SHA384 5289
0xC0,0x2D | TLS ECDH ECDSA WITH_AES 128 GCM_SHA256 5289
0xC0,0x2E | TLS ECDH ECDSA WITH AES 256 GCM SHA384 5289
0xC0,0x2F | TLS_ ECDHE RSA WITH AES 128 GCM_SHA256 5289
0xC0,0x30 | TLS ECDHE RSA_WITH AES 256 GCM_SHA384 5289
0xC0,0x31 | TLS ECDH RSA WITH AES 128 GCM SHA256 5289
0xC0,0x32 | TLS ECDH RSA WITH AES 256 GCM SHA384 5289
0xC0,0x33 | TLS_ECDHE PSK_WITH RC4_128 SHA 5489
0xC0,0x34 | TLS ECDHE PSK_WITH 3DES EDE_CBC_SHA 5439
0xC0,0x35 | TLS_ECDHE PSK WITH_AES 128 CBC_SHA 5489
0xC0,0x36 | TLS ECDHE PSK WITH_AES 256 CBC_SHA 5489
0xC0,0x37 | TLS ECDHE PSK WITH_AES 128 CBC_SHA256 5489
0xC0,0x38 | TLS ECDHE PSK WITH_AES 256 CBC_SHA384 5489
0xC0,0x39 | TLS ECDHE PSK WITH NULL _SHA 5489
0xC0,0x3A | TLS_ECDHE_PSK_WITH NULL_SHA256 5439
0xC0,0x3B | TLS_ECDHE PSK_ WITH NULL_SHA384 5489
0xC0,0x3C_| TLS_RSA_WITH_ARIA 128 CBC_SHA256 6209
0xC0,0x3D | TLS_RSA_WITH_ARIA 256_CBC_SHA 384 6209
0xC0,0x3E | TLS_DH DSS_WITH_ARIA 128 CBC_SHA256 6209
0xC0,0x3F | TLS DH DSS_WITH ARIA 256 CBC_SHA384 6209
0xC0,0x40 | TLS DH RSA WITH ARIA 128 CBC_SHA256 6209
0xC0,0x41 | TLS DH RSA_WITH ARIA 256 CBC_SHA384 6209
0xC0,0x42 | TLS DHE DSS_WITH ARIA 128 CBC_SHA256 6209
0xC0,0x43 | TLS DHE DSS WITH _ARIA 256 CBC_SHA384 6209
0xC0,0x44 | TLS DHE RSA WITH_ARIA 128 CBC SHA256 6209
0xC0,0x45 | TLS DHE RSA WITH_ARIA 256 CBC_SHA384 6209
0xC0,0x46 | TLS DH_anon WITH_ARIA 128 CBC_SHA256 6209
0xC0,0x47 | TLS DH _anon WITH _ARIA 256 CBC_SHA384 6209
0xC0,0x48 | TLS ECDHE ECDSA WITH ARIA 128 CBC_SHA256 6209
0xC0,0x49 | TLS ECDHE ECDSA WITH ARIA 256 CBC_SHA384 6209
0xC0,0x4A | TLS ECDH ECDSA WITH_ARIA 128 CBC_SHA256 6209
0xC0,0x4B | TLS ECDH ECDSA WITH ARIA 256 CBC_SHA384 6209
0xC0,0x4C | TLS_ECDHE RSA_WITH ARIA 128 CBC_SHA256 6209
0xC0,0x4D | TLS_ECDHE RSA_WITH ARIA 256 CBC_SHA334 6209
0xC0,0x4E | TLS_ECDH RSA_WITH_ARIA 128 CBC_SHA256 6209
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0xC0,0x4F | TLS_ECDH RSA_WITH_ARIA 256 CBC_SHA384 6209
0xC0,0x50 | TLS_RSA_WITH_ARIA 128 GCM _SHA256 6209
0xC0,0x51 | TLS RSA_WITH ARIA 256 GCM SHA384 6209
0xC0,0x52 | TLS DHE RSA WITH_ARIA 128 GCM SHA256 6209
0xC0,0x53 | TLS DHE RSA_WITH_ARIA 256 GCM_SHA384 6209
0xC0,0x54 | TLS DH RSA_WITH ARIA 128 GCM SHA256 6209
0xC0,0x55 | TLS DH_RSA WITH ARIA 256 GCM_SHA384 6209
0xC0,0x56 | TLS DHE DSS WITH_ARIA 128 GCM_SHA256 6209
0xC0,0x57 | TLS DHE_DSS_WITH_ARIA 256_ GCM _SHA 384 6209
0xC0,0x58 | TLS_DH DSS_WITH ARIA 128 GCM_SHA256 6209
0xC0,0x59 | TLS DH DSS_WITH ARIA 256 GCM SHA384 6209
0xC0,0x5A | TLS DH_anon WITH _ARIA 128 GCM SHA256 6209
0xC0,0x5B | TLS DH anon WITH_ARIA 256 GCM _SHA384 6209
0xC0,0x5C | TLS ECDHE ECDSA WITH ARIA 128 GCM _SHA256 6209
0xC0,0x5D | TLS ECDHE ECDSA WITH ARIA 256 GCM_SHA384 6209
0xC0,0x5E | TLS_ECDH ECDSA_WITH_ARIA 128 GCM SHA256 6209
0xC0,0x5F | TLS_ECDH ECDSA WITH_ARIA 256 GCM SHA384 6209
0xC0,0x60 | TLS ECDHE RSA_WITH ARIA 128 GCM_SHA256 6209
0xC0,0x61 | TLS ECDHE RSA_WITH ARIA 256 GCM_SHA334 6209
0xC0,0x62 | TLS ECDH RSA_WITH ARIA 128 GCM SHA256 6209
0xC0,0x63 | TLS ECDH RSA_ WITH ARIA 256 GCM SHA384 6209
0xC0,0x64 | TLS PSK_WITH ARIA 128 CBC_SHA256 6209
0xC0,0x65 | TLS PSK_WITH ARIA 256 CBC _SHA384 6209
0xC0,0x66 | TLS DHE PSK_WITH ARIA 128 CBC_SHA256 6209
0xC0,0x67 | TLS DHE PSK_WITH ARIA 256 CBC_SHA384 6209
0xC0,0x68 | TLS_RSA_PSK_WITH_ARIA 128 CBC_SHA256 6209
0xC0,0x69 | TLS RSA_PSK_WITH_ARIA 256_CBC_SHA384 6209
0xC0,0x6A | TLS_PSK_WITH_ARIA 128- GCM_SHA256 6209
0xC0,0x6B | TLS_PSK_WITH ARIA 256 GCM SHA384 6209
0xC0,0x6C | TLS DHE PSK_WITH ARIA 128 GCM_SHA256 6209
0xC0,0x6D | TLS DHE PSK WITH ARIA 256 GCM_SHA384 6209
0xC0,0x6E | TLS RSA PSK_WITH ARIA 128 GCM_SHA256 6209
0xC0,0x6F | TLS_RSA PSK_WITH_ARIA 256 GCM SHA384 6209
0xC0,0x70 | TLS ECDHE PSK_WITH_ARIA 128 CBC_SHA256 6209
0xC0,0x71 | TLS ECDHE PSK_WITH_ARIA 256 CBC_SHA384 6209
0xC0,0x72 | TLS ECDHE ECDSA WITH CAMELLIA 128 CBC_SHA256 | 6367
0xC0,0x73 | TLS ECDHE ECDSA WITH CAMELLIA 256 CBC SHA384 | 6367
0xC0,0x74 | TLS ECDH ECDSA WITH CAMELLIA 128 CBC_ SHA256 | 6367
0xC0,0x75 | TLS ECDH ECDSA WITH CAMELLIA 256 CBC SHA384 | 6367
0xC0,0x76 | TLS ECDHE RSA WITH CAMELLIA 128 CBC_SHA256 6367
0xC0,0x77 | TLS ECDHE RSA_WITH CAMELLIA 256 CBC_SHA384 6367
0xC0,0x78 | TLS ECDH RSA WITH CAMELLIA 128 CBC_SHA256 6367
0xC0,0x79 | TLS_ECDH RSA_WITH CAMELLIA 256 CBC_SHA384 6367
0xC0,0x7TA_ | TLS_RSA_WITH CAMELLIA 128 GCM SHA256 6367
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0xC0,0x7B | TLS_RSA_WITH CAMELLIA 256 GCM SHA384 6367
0xC0,0x7C | TLS_DHE RSA_ WITH CAMELLIA 128 GCM _SHA256 6367
0xC0,0x7D | TLS DHE RSA WITH CAMELLIA 256 GOM_SHA384 6367
0xC0,0x7E_| TLS_DH RSA WITH CAMELLIA 128 GCM SHA256 6367
0xC0,0x7F | TLS_ DH RSA_WITH CAMELLIA 256 GCM SHA384 6367
0xC0,0x80 | TLS DHE DSS_WITH CAMELLIA 128 GCM SHA256 6367
0xC0,0x81 | TLS DHE DSS_WITH CAMELLIA 256 GCM SHA384 6367
0xC0,0x82 | TLS DH DSS_WITH CAMELLIA 128 GCM SHA256 6367
0xC0,0x83 | TLS DH_DSS_WITH CAMELLIA 256 GCM SHA384 6367
0xC0,0x84 | TLS DH_anon WITH CAMELLIA 128 GCM _SHA256 6367
0xC0,0x85 | TLS DH anon WITH CAMELLIA 256 GCM SHA384 6367
0xC0,0x86 | TLS ECDHE ECDSA WITH CAMELLIA 128 GCM _SHA256 | 6367
0xC0,0x87 | TLS ECDHE ECDSA WITH CAMELLIA 256 GCM SHA384 | 6367
0xC0,0x88 | TLS ECDH ECDSA WITH CAMELLIA 128 GCM SHA256 | 6367
0xC0,0x89 | TLS ECDH ECDSA WITH CAMELLIA 256 GCM _SHA384 | 6367
0xC0,0x8A | TLS ECDHE RSA_ WITH CAMELLIA 128 GCM SHA256 | 6367
0xC0,0x8B | TLS_ECDHE RSA_WITH CAMELLIA 256 GCM SHA384 | 6367
0xC0,0x8C | TLS_ECDH RSA_WITH_CAMELLIA 128 GCM_SHA256 6367
0xC0,0x8D | TLS_ECDH RSA_WITH CAMELLIA 256 GCM_SHA384 6367
0xC0,0x8E | TLS_PSK_WITH CAMELLIA 128 GCM_SHA256 6367
0xC0,0x8F | TLS PSK_WITH CAMELLIA 256 GOM _SHA334 6367
0xC0,0x90 | TLS DHE PSK_ WITH CAMELLIA 128 GCM SHA256 6367
0xC0,0x91 | TLS DHE PSK WITH CAMELLIA 256 GCM SHA384 6367
0xC0,0x92 | TLS RSA PSK WITH CAMELLIA 128 GCM SHA256 6367
0xC0,0x93 | TLS_RSA_PSK_WITH CAMELLIA 256 GCM SHA384 6367
0xC0,0x94 | TLS PSK_WITH CAMELLIA 128 CBC_SHA256 6367
0xC0,0x95 | TLS PSK_WITH CAMELLIA 256 CBC_SHA384 6367
0xC0,0x96 | TLS DHE PSK_WITH CAMELLIA 128 CBC_SHA256 6367
0xC0,0x97 | TLS DHE PSK WITH CAMELLIA 256 CBC_SHA384 6367
0xC0,0x98 | TLS RSA PSK WITH CAMELLIA 128 CBC SHA256 6367
0xC0,0x99 | TLS RSA PSK WITH CAMELLIA 256 CBC_SHA384 6367
0xC0,0x9A | TLS ECDHE PSK WITH CAMELLIA 128 CBC_SHA256 6367
0xC0,0x9B | TLS ECDHE PSK_WITH CAMELLIA 256 CBC_SHA384 6367
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# 4: SSL/TLS DOIATEREL Z & ORI Al 6ErE

SSL TLS
0S 77 U% v3.0 | v1.0 | v1.1 2
Windows 95 Internet Explorer 3% X

Internet Explorer 5

Internet Explorer 6

Internet Explorer 7

Internet Explorer 8

Internet Explorer 9

FireFox 3

FireFox 4

FireFox 5

FireFox 6

FireFox 7

FireFox &

Safari 3

Safari 4

Safari 5

Google Chrome 1.0

Google Chrome 2.0

Google Chrome 3.0

Google Chrome 4.0

Google Chrome 4.1

Google Chrome 5.0

Google Chrome 6.0

Google Chrome 7.0

Google Chrome 8.0

Google Chrome 9.0

Google Chrome 10.0

Google Chrome 11.0

Google Chrome 12.0

Google Chrome 13.0

<
XX | XXX X[ XXX [X|X[X|[X[X|X[|X|[X|X|X|X|X[X|X[X|xX[x|x[x|OO]|N
(e

X XXX XXX X|XIX|IX[X[X[X[XIXIX[X[X|X[XX[|X[X[| X[ X[ X[ XXX

XX | XXX X[ X[ X[ X[ X[X[X[X[X|X|X|X|X|X|X|X|X|[x|x|x]|x]|x]|[x[|OO

XIX X XXX XXX X| XXX XIXIX[XIXIX|XXX[X]X| XXX X]|X

Google Chrome 14.0

XIX|XIX|IX[XIXIX[XIXIX[X[X|X[X[X[X]|X[X|X]|X[X|X|X|IX|X|X|X[X|X]|E

*: 774 T T

O: 7T IHF DA A N —VHFICT 7 4L kTR ATHE
AFIHTHDITA T a v OERS, RETHZ & TR

X R EHH BERN 2 FIHAT L ENTERY, FE, A VA M= TERN

10



# 4: SSL/TLS 05T = & ORI AThEtE

SSL TLS
0S A v2.0 | v3.0 | v1.0 | v1.1 2
Google Chrome 15.0 X
Windows 98 Internet Explorer 4%

Internet Explorer 5

Internet Explorer 6

Internet Explorer 7

Internet Explorer 8

Internet Explorer 9

FireFox 3

FireFox 4

FireFox 5

FireFox 6

FireFox 7

FireFox &

Safari 3

Safari 4

Safari 5

Google Chrome 1.0

Google Chrome 2.0

Google Chrome 3.0

Google Chrome 4.0

Google Chrome 4.1

Google Chrome 5.0

Google Chrome 6.0

Google Chrome 7.0

Google Chrome 8.0

Google Chrome 9.0

Google Chrome 10.0

Google Chrome 11.0

Google Chrome 12.0

Google Chrome 13.0

Google Chrome 14.0

Google Chrome 15.0

XXX XXX XX X[X[X|X[X[X[|X|X|X|X[X[|X[X|X|X|X|X|[X]|X]|X|xX]|OO|O|x

X IXIX|IX[X[X[XX|X[X|X[X[X[X[X[X[X|X[X|IX[X[IX|X[X|IX[X|X[|X[|X[|X[X|X]|X]™

XX XXX XXX [X|X[X|X[X|X[|X|X|X|X|X|X|X|X|X|X|Xx|X|x|x|x|OO|O]|x

XIX|IXIXIXIXIXXX[X[X[X[X[X]|X[X|X|XX|XX|X[X|IXXXXX]X]X]|X]X

Windows Me Internet Explorer 5
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SSL

TLS

OS

77U

v2.0

«
w
o

<

o

vl.1

[\

Internet Explorer 5%

X

Internet Explorer 6

Internet Explorer 7

Internet Explorer 8

Internet Explorer 9

FireFox 3

FireFox 4

FireFox 5

FireFox 6

FireFox 7

FireFox &

Safari 3

Safari 4

Safari 5

Google Chrome 1.0

Google Chrome 2.0

Google Chrome 3.0

Google Chrome 4.0

Google Chrome 4.1

Google Chrome 5.0

Google Chrome 6.0

Google Chrome 7.0

Google Chrome 8.0

Google Chrome 9.0

Google Chrome 10.0

Google Chrome 11.0

Google Chrome 12.0

Google Chrome 13.0

Google Chrome 14.0

Google Chrome 15.0

Windows NT 4.0

Internet Explorer 3%

Internet Explorer 5

Internet Explorer 6

XAX O X[ X[ XX X[ X[X[X|X[|[X[X[X|X|X[|[X[X[X[X|X|X|X|X|X|X|X|xX|x[x|OO

XIX O X[ XXX X[X|X[X|X[X[|[X[X|[X[|X|X[|X|X|X|X|X|X|X|X|x|xX|x|x|x|OO

X X XXX XX XX XXX [X|X[X|X[X|X[X|X[X[|X[X[|X[|X|X|X[|X|X|X[|X|>D>]

X XX IXIXIX]IXXIX|X[X[ X[ XXX XX XXX X|X[X|IXXXXX]X]X]|X]X

X X XXX XIX[X[X[X|X|X[X[X]|X[X|X|XIX|X[XIX[X|IXX[XXX[X]X|X]X[|X]E
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SSL

TLS

OS

77U

v2.0

«
w
o

<
—=

vl.1

[\

Internet Explorer 7

X

Internet Explorer 8

Internet Explorer 9

FireFox 3.6

FireFox 4

FireFox 5

FireFox 6

FireFox 7

FireFox &

Safari 3

Safari 4

Safari 5

Google Chrome 1.0

Google Chrome 2.0

Google Chrome 3.0

Google Chrome 4.0

Google Chrome 4.1

Google Chrome 5.0

Google Chrome 6.0

Google Chrome 7.0

Google Chrome 8.0

Google Chrome 9.0

Google Chrome 10.0

Google Chrome 11.0

Google Chrome 12.0

Google Chrome 13.0

Google Chrome 14.0

Google Chrome 15.0

Windows 2000

Internet Explorer 5%

Internet Explorer 6

Internet Explorer 7

Internet Explorer 8

Internet Explorer 9

XXX OO X | X XXX XXX XXX X[ X[X[X[X|X|X[X][X|X|X[X[|X[X]|[X]|X]|X

XXX TOIO| X [ XX [X|X[X|X[X[X[X[X[X[X[X]X[X[|[X[X]|[X[X[|[X[X]|X[X]|X]X]|X]X

X|IX|IX|DIDIX XXX XXX X|X[X|X[X|X[X|XX|X[X|X[X[|X][X]|X]X]|X]X]|X]X

X XXX XXX XIX|X[X[X[X[X]|X[X|X]| XXX X|X[X|IXXXXX]X]X]|X]X

X XXX X[X[X|X[X[X[|X|X[X[X]|X[X|X]|XIX|X[XIX[X|IXX[X]XX[|XX|X]X]|X]E
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SSL

TLS
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v2.0

«
w
o

<
t—l
(@)
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[\

FireFox 3.6

X

FireFox 4

FireFox 5

FireFox 6

FireFox 7

FireFox &

Safari 3

Safari 4

Safari 5

Google Chrome 1.0

Google Chrome 2.0

Google Chrome 3.0

Google Chrome 4.0

Google Chrome 4.1

Google Chrome 5.0

Google Chrome 6.0

Google Chrome 7.0

Google Chrome 8.0

Google Chrome 9.0

Google Chrome 10.0

Google Chrome 11.0

Google Chrome 12.0

Google Chrome 13.0

Google Chrome 14.0

Google Chrome 15.0

Windows XP

Internet Explorer 5

Internet Explorer 6%

Internet Explorer 7

Internet Explorer 8

Internet Explorer 9

FireFox 3.6

FireFox 4

FireFox 5

XXXXXXOXXXXXXXXXXXXXXXXXXXXXXXXXX

OIOIOIX [ X [ X O X [ X[ X X[ XX | X|X|X|X|X|X|X|X|X|X|X|X|X|[xX]OOOOOO

OO X[ X[ XD X[ X[ X|X|X|[X[X|X|X|X|X|X|X|X|[X|X[X|X|X|xX]OOOOOO

X XXX XXX XIX[X[X[X[X[X]|X[X|X]|X|X|X|X|X[X|IXXXXX]X]X|X]X

X XX XXX XIX[X[X|X|X[X[X]|X[X|X|XIX|X[XIX[X|IXX[X]XX[|X]X|X]X]|X]E
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SSL

TLS

OS

77U

v2.0

«
w
o

<
t—l
(@)

vl.1

[\

FireFox 6

X

FireFox 7

FireFox &

Safari 3

Safari 4

Safari 5

Google Chrome 1.0

Google Chrome 2.0

Google Chrome 3.0

Google Chrome 4.0

Google Chrome 4.1

Google Chrome 5.0

Google Chrome 6.0

Google Chrome 7.0

Google Chrome 8.0

Google Chrome 9.0

Google Chrome 10.0

Google Chrome 11.0

Google Chrome 12.0

Google Chrome 13.0

Google Chrome 14.0

Google Chrome 15.0

Windows XP +
SP3

Internet Explorer 5

XXX XXX | X[ X[ X[X[X|X|X[|X]|X|X|X|X|x[O]x]|x]|X

XX [ X[ X|X[X|X|[X|X|X|X|X|xX|x|x|X|x|x[x]OOOO

XX X[ X[ X[ X[X|[X[X|[X|[X|X[|X|xX|X|x|x|x|x|OOOO

XIX|IX|IXIX[IXIXIXIXIXXIX|X[X[ XXX X]|X]|X]|X]|X

XIX|[X|IXIX[XIX[X[XIX[X[IX[|X[X[X[|X]|X[|X|X]|X|X]|X|X|™

Internet Explorer 6%

Internet Explorer 7

Internet Explorer 8

Internet Explorer 9

FireFox 3.6

FireFox 4

FireFox 5

FireFox 6

FireFox 7

X | X[ X|[X|X|x[>I>O

O|O|O|0]0O] x |O]0|O

O|0|0|0O|Ox |O|O| >

XX | X[ X[ X]|X]|X|X]|X

XX | X[ X[ X]|X]|X|X]|X
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SSL TLS
0S A AVAN v3.0 | v1.0 | v1.1 2
FireFox 8 X
Firefox 9
Safari 3
Safari 4
Safari 5

Google Chrome 1.0

Google Chrome 2.0

Google Chrome 3.0

Google Chrome 4.0

Google Chrome 4.1

Google Chrome 5.0

Google Chrome 6.0

Google Chrome 7.0

Google Chrome 8.0

Google Chrome 9.0

Google Chrome 10.0

Google Chrome 11.0

Google Chrome 12.0

Google Chrome 13.0

Google Chrome 14.0

Google Chrome 15.0

Windows Vista

Internet Explorer 5

Internet Explorer 6

Internet Explorer 7%

Internet Explorer 8

Internet Explorer 9

FireFox 3.6

FireFox 4

FireFox 5

FireFox 6

FireFox 7

FireFox &

Safari 3

><><><><><><><><><[>><><><><><><><><|>|>|>|>|>|>|>|>|>|>><><Q><><§

O|O|O|O|O|0O|O] x| x |O| x| x |O|O|O]O]O|O|0O]0|0|0|0|0|0|0|0|0|0|0|0|0|0

O|O|0|O|O|0]0] x| x |O] x| x |O]O|O|0]0|O|0|0]0|O|0|0|0|O|0|0|O]0|0|0|O

X XXX XXX X| XXX X|X[X]| XXX XXX X|X[X|IXXXXX]X]X|X]X

X XXX XXX X|XIX|IX[X|X[X|X[X|X|XIX|X[X|IX[X|IXX[IX]XX[|X[X|X]|X[|X]E
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SSL

TLS
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<

[\

Safari 4

X

Safari 5

Google Chrome 1.0

Google Chrome 2.0

Google Chrome 3.0

Google Chrome 4.0

Google Chrome 4.1

Google Chrome 5.0

Google Chrome 6.0

Google Chrome 7.0

Google Chrome 8.0

Google Chrome 9.0

Google Chrome 10.0

Google Chrome 11.0

Google Chrome 12.0

Google Chrome 13.0

Google Chrome 14.0

Google Chrome 15.0

Windows
SP1

7+

Internet Explorer 5

x| x| [ x| x| B B B I B | B ] x| x| &

x |0]O|O|0O]0O]0]0|0|0|0|0|0|0|0|0|0|0|0

x |O]0O]O|0|0]0O|O|0|0|0|O|0|0|0|0|0|0|O

XIX|IX|IXIX[XIXIX[X[X[|X[X]X]|X]|X]|X]|X]|X

XIX[IX|IXIX[X[XIX[X[X[|X[X[|X[|X]|X[|X|X]|X|X|™

Internet Explorer 6

Internet Explorer 7

Internet Explorer 8%

Internet Explorer 9

FireFox 3.6

FireFox 4

FireFox 5

FireFox 6

FireFox 7

FireFox &

FireFox 9

Safari 3

Safari 4

X|X|X|X[|X|X|X|[X|D>ID>ID>|X]| X

O|O|O|O]0|0|0I0|0|0|0O x| X

O|0|0|0|O|0|0|0O|O0|0] x| %

XX |X|X[|X[|X|X[|X|X|>ID>|X]|X

XX |X|X[|X|X[|X[|X|X|>ID>|X]|X
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Safari 5

X

Google Chrome 1.0

Google Chrome 2.0

Google Chrome 3.0

Google Chrome 4.0

Google Chrome 4.1

Google Chrome 5.0

Google Chrome 6.0

Google Chrome 7.0

Google Chrome 8.0

Google Chrome 9.0

Google Chrome 10.0

Google Chrome 11.0

Google Chrome 12.0

Google Chrome 13.0

Google Chrome 14.0

Google Chrome 15.0
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O|O|O]O|0|0|0|0|0|0|0|0O|0|0]|0|0|0

O|0|0]0]O|0]|0]|0O|0|0|0|010|0|0|010

XXX XX XXX X|IXIX[X]|X]|X]|X]|X

XXX X|IX|IX|IXIX[X[IX]|X[X|X[|X|X|X|X]F
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(HELERE 7] FEFBUNHESERT = U 2 b (PR 1542 A 20 B, BB, RFHEES)
http://www.cryptrec.go.jp/images/cryptrec_01.pdf

[fE—XE1E] WIREEERE X2 702 — “BUFEBE O @t =2 U 7 4 55K
DIz DR —HEHE (G4 ) 7.
http://www.nisc.go.jp/active/general /pdf/K303-081.pdf

[TANA] Internet Assigned Number Authority, “Transport Layer Security (TLS) Pa-
rameters 7, Last Updated 2011-12-10.
http://www.iana.org/assignments/tls-parameters/tls-parameters.xml

[SP800-113] Sheila Frankel, Paul Hoffman Angela Orebaugh, Richard Park, “Special
Publication 800-113 Guide to SSL VPNs ”National Institute os Standards and
Technology, Jul 2008.

http://csre.nist.gov/publications/nistpubs/800-113/SP800-113.pdf
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